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ABSTRACT

Most expl osi ve det ecti ontechnol ogi es have beenfocusedonnitro-basedmlitary
expl osi ves because, i ndeed, they have figuredininternational terrorist incidents.
Not only are they readily avail abl e t hrough purchase or theft or fromsponsoring
states, but methods for hone synthesis of TNT, PETN and RDX are wi dely avail abl e.
Present| ysubstanti al resourcesarebei ngcomittedtodevel opi ngexpl osi vedet ection
t echnol ogi es to protect commerci al aircraft, trains, tunnels, nucl ear power plants,
etc. against such terrorist threats. Mst of the systenms now under devel opnent
target a specific characteristic of mlitary or commercial explosives (e.g. nmass
density, nitrogendensity). However, as counterterrori st nmeasures nake traditional
expl osivesnoredifficulttoobtainor noreri skytouse, weshouldanticipateterrorists
may turn to non-traditi onal expl osives. There are hundreds of energetic conpounds
and many comon expl osi ves whi ch, whil e they do not neet exacting mlitary demands,

woul d be effective terrorist tools.

Al t hough expl osi ve handbooks |ist hundreds of explosives, the follow ng
di scussion focuses on only a handful. These have been chosen because they neet
the following criteria.

They are expl osives or pyrotechnics that do not followthe classic
patterns of military expl osives, which new det ection t echnol ogi es are
expected to target.

The sel ected energetic conpounds are easily obtai nable or are readily
pr epar ed.

Thi s paper wi I | al so poi nt out energetic systensthat can produce vi ol ently exothermc
reactions without the aid of traditional initiating systens, such as batteries or
detonators. Throughout the readi ng there are suggesti ons of nodes i n which certain
of these systens could find use in the hands of terrorist.

OVERVI EW

Terrorist attacks generally fall intothree broad categories: assassination;
sei zure(e. g. hi ghjacking); and expl osive destruction of a major asset, usually
acconpani ed by substantial loss of life. The recent Mafia-linked assassi nations
inSicilyindicate the difficulties of protecting nore-or-Iless private individuals
agai nst wel | - equi pped and determned terrorists; thisis unlikely to change in the
foreseeabl e future. Seizures or highjackings of enbassies, comercial aircraft,
crui se ships, etc. have and should continue to decline if existing and energing
count er neasur esarei npl enent edi nconj uncti onwi t hsoundphysi cal securitypractices.



(In fact, the increase in attenpts to destroy conmerci al aircraft during the past
fewyears nmay be due to the i nprovenents inanti-sei zure technol ogi es and practices.)

Expl osi ve destructi on can be acconpl i shed externally or internally. Exanples
of external attacks include the use of shoulder fired surface-to-air mssiles or
mnes | aidonor under railroad tracks. Thisthreat will not be addressed. Exanpl es
of internal attacks include all nmanner of inprovised expl osive devices snuggl ed
onto commercial aircraft, into government buildings, etc. This paper will focus
on technol ogi cal devel opnents in the area of internal explosive destruction. This
isthe areainwhichthe greatest research and devel oprnent ef forts have been focused
inrecent years. The U S. Federal Aviation Admi nistration, a world |leader inthis
area, has spent well over $100 mIlion on expl osive detecti on R& during the past
decade, and the pace has been increasing. Furthernore, this is the area in which
terrorists may have the greatest opportunities for circunventing the energing
counter-terrorist technol ogi es.

BACKGROUND

An explosion is a rapid expansion of matter into a nmuch greater vol une. The
expansionis suchthat the energy is transferred al nost conpl etely i nto nmass noti on,
and t hi sis acconpani ed by | oud noi se and a great deal of heat. Expl osive devices
may be nechanical, chemical, or atomc. An expl osive substance is one which
react s chemical |l ytoproduce heat and gas and ar api d expansi onof matter. Adetonation
is a very special type of explosion. It is a rapid chemcal reaction, initiated
by the heat acconpanying a shock conpression, which |iberates sufficient energy,
bef or e any expansi on occurs, to sustain the shock wave. The shock wave propagat es
into the unreacted naterial at supersonic speed, between 1500 and 9000 nis.

Typical mlitary expl osives are organi c chem cals; usually they contain only
four types of atons: carbon (C), hydrogen (H), oxygen, (O, and nitrogen (N).
To achi eve maxi numvol unme change, gas fornation, and heat rel ease, explosives are
designed to be dense, to have high oxygen content, and to have positive heats
of formation. |n nononol ecul ar, organi c expl osives, this neans expl osi ves usual |y
contain NG, groups. Upon detonation, exothermic reactions occur which transform
nitrogenatonsintonitrogen (N, gas, whil ethe oxygen atons conbi new ththehydrogen
and carbon atons to formthe gaseous products H,O CO or CO. Thisis sinilar to
what happens i n conbustion, but a detonationis different fromburning intwo ways.
In conmbustion, there is an unlimted anount of oxidizer avail able.

CH(CH) O + xs G -->(n +2) GO + (n + 3) KO

An expl osive reacts so quickly that it must have its own source of oxygen near at
hand, either in the sane nolecule, as with nost mlitary explosives (e.g. TNI),
or in a neighboring nolecule, as in the intinmate m xture of amoniumnitrate and
fuel oil (ANFO.

4 GHNsQs (TNT) ---> 7 00 + 6 N, + 10 HO + 21 C
37 NHNO; + CHy(CHy) 10CHs ---> 12 GO, + 37 N, + 87 H,0

"Oxygen Bal ance"is a method of quantifying how well an expl osi ve provi des
its own oxidant. There are various waysof defining oxygen balance (OB). One can
bal ance t he oxygen so that every carbon has one oxygen (bal anced for CO or so that
every carbon has two oxygen (bal anced for CO,).! One can al so balance in terns of
wei ght percent oxygen in the explosive (OB) or in ternms of oxidant per 100 grans



expl osi ve (OByy): 2

Bigo = [100*(2np - ny - 2nc -2ne) ]/ ol ecul ar wt. conpound
(bal anced to CO

exanpl e: CH,ONG, 9=no; 5=nyg; 3=nc; 0 =new
nitroglycerin CHONG
CHONO, nmol w. = 9*16 + 51 + 3*12 + 3*14 = 227

OBy = [100*(2*9 - 5 - 2*3 -0)]/227 = (700/227) = 3.08

B (bal anced to CO) = [1600*(no - 2nc -.5ny) ]/ nol ecul ar wt. conpound

B nitroglycerin = [1600*(9 - 6 - 5/2)]/227 = 800/227 = 3.52

The second way i n which a detonation differs froma fast burn (deflagration)
is the manner in which the performance is evaluated. The perfornance of a fuel
is based on the amount of heat it rel eases; the performance of an expl osive has
sonerelationtotheheat it rel eases, but thereisnoreinvolvedthanthat. Detonation
isunique inthe rapid rate at which energy is released. A high expl osive creates
a trenmendous power density:

Went
Bur ni ng acetyl ene 102
Def | agrati ng propel | ant 10°
Detonati ng hi gh expl osi ve 10%°

The performance of an expl osive cannot be expressed in a single characteristic.
Performance i s dependent on the detonation rate or velocity, the packing density,
the gas | i berated per unit wei ght, and the heat of explosion. Detonation velocity,
itself, is dependent on packing density, charge dianeter, degree of confinenent,
and particle size.

Both the terns brisance and strength are used in describi ng the performance
of an expl osive. Wen an expl osive detonates there is a practically instantaneous
pressure junp fromthe shock wave. The subsequent expansi on of the detonation gases
per f or ms wor k, noves objects, but it isthe pressure junp whichshatters or fragnents
objects. Brisance (fromFrench for shatter) is a description of the destructive
fragmentation effect of a charge upon its imediate vicinity. Since shattering
ef fect i s dependent upon the suddenness of the pressure rise, it is nost dependent
upondetonationvel ocity. Brisanceisthetermofinportanceinmlitaryapplications.

Brisance is often evaluated from detonation velocity, but there are "crusher"
tests in which the conpression of |ead or copper blocks by the detonation of the
test explosive is taken as a measure of brisance.® Strength is inmportant in mning
operations; it describes howmch rock can be noved. The strength of an expl osi ve
isnorerelatedtothetotal gasyieldandtheheat of explosion. Itisoftenquantified
with the Trauzl |ead block test, where ten grans of a test sanple are placed in
a 6lcn? hole in a lead block and initiated with a No. 8 bl asting cap. Performance
is evaluated fromthe size of the cavity created in the |ead bl ock.?



Expl osives are often classified by the stimuli to which they respond and
t he degr ee of response. Propel | ants or defl agrati ngor | owexpl osi ves are conbusti bl e
materials containing within thenselves all oxygen needful for their conbustion.
Exanpl es are black powder and snokel esspowder (colloided nitrocellul ose).
Detonating or "high" expl osives are characterized by their high rate of reaction
and high pressure. In TNT or nitroglycerin, both high explosives, the shock
wave travel s at a speed of 6000 nf sec, conpared to gun powder, a | ow expl osi ve,
inwhichit travels at ~ 100 m's.

H gh expl osi ves are subdi vi dedbythewaytheyareinitiatedintothedesignation
primary and secondary. Prinmary expl osives are detonated by sinple ignition-spark,
flame, inpact. They do not burn nor even necessarily contain the el enents needed
to burn. An expl osion results whether they are confined or not. Exanples of prinary
explosives are |ead azide, lead picrate, |lead styphnate, nercury fulmnate,
m ni t r ophenyl di azoni um perchlorate, tetracene, nitrogen sulfide (N;S;), copper
acetylide, fulmnating gold, nitrosoguanidine, potassium chlorate with red
phosphorus (P;), and the tartarate and oxal ate salts of mercury and silver.

Secondary expl osives require a detonator or primary explosive. Secondary
expl osives differ fromprinmary expl osives in not beinginitiated readily by inpact
or el ectrostatic di schar ge, and t hey do not easily under go a
defl agration-to-detonationtransition (DDT). Theycanbeinitiatedbylarge shocks;
usually they are initiated by the shock created by a prinary expl osive. A fuze or
bl asti ngcap andfrequently abooster arerequired. (Abooster i sasensitivesecondary
expl osi ve which reinforces the detonati on wave fromthe detonator into the nmain
charge.) Like primary expl osives, secondary explosives do not burn, nor do they
requi re confinenent. In general, they are nore powerful, brisant, than prinmary
expl osi ves. Exanpl es of secondary expl osi vesi ncl udenitrocel |l ul ose, nitroglycerin,
dynamte, TNT, picric acid, tetryl, RDX, HVWX nitroguanidine, amoniumnitrate,
amoni umper chlorate, |iquid oxygen m xed with wood pul p, fuming nitric acid m xed
wi th nitrobenzene, conpressed acetyl ene and cyanogen.

Mlitary expl osives are secondary expl osives, and they fall in one of three
categories all of which contain nitro NO, groups. Nitrate esters, for exanple,
nitroglycerin, nitrocellul ose, PETN (acti ve conponent i n DETA sheet), contai n O NG
groups. These ar e possi bl y t he ol dest expl osives still usedbythenilitary, nitration
of al cohol s havi ngbecone apopul ar researchtopicinthel1830's-1840's. N troglycerin
and ni trocel | ul ose becane useful expl osives by the 1860's. N trate esters are al so
the | east stable military explosives; they | ose NG, readily, nmaki ng themrel atively
easy targets for vapor detection. N troarenes with a CGNO |inkage are typified
by TNT (conmponent of Conposition B) or picricacid. N tram nes contain N NGO groups;
typi cal exanples RDX and HWX are often the active conponents in plastic-bonded
expl osi ves such as Conposition B, C4, and Sentex.*?®

nitrate ester ni t roarenes ni tram ne
CH; 03
CH,ONO, C C CH,
ONCCH,- G CHNG, ONC ONO; ONC  ONG ONN  NNG
CH,ONO, HC CH HC CH H,C CH,
NG, NG, NNO,

PETN TNT picric acid RDX



1894 1863 1742 1899 di scovery

1930 1900 1870 1940 used
1.67 1. 64 1.70 1.77 glcm?
7975 6942 7480 8639 nis
1510 1090 1270 1510 cal/g
DI SCUSSI ON
Present expl osive detection technol ogy has focused on mlitary expl osives;
and, indeed, they have figured in international terrorist incidents. Not only

are they readily available for purchase or theft, but methods for hone synthesis
of TNT,® picric acid,®"® lead picrate,"® PETN*! and RDX° are widely avail abl e.
However, t here are hundreds of energeti c conpounds and many conmon expl osi ves whi ch,
whi | e t hey do not neet exacting mlitary denmands, woul d be effectiveterrorist tools.
Therefore, as present day interdiction technol ogy becones nore famliar to the
public, we should anticipate terrorists may turn to non-mlitary expl osives.

Al t hough expl osi ve handbooks®?® |ist hundreds of expl osives, the follow ng
di scussion focuses on only a handful. These have been chosen because they neet
at two of the following criteria. They nust be explosives or pyrotechnics which
do not follow the classic patterns of mlitary explosives, which new detection
t echnol ogi es are expected to target. The sel ected energetic conpounds are easily
obtainable or are readily prepared. There is an attenpt to point out energetic
systens which can produce a violently exothermi c reaction without the aid of a
traditional initiating system

Possi bl e non-ni t r o- expl osi ves can be i dentified by consultingthe propellant,
pyrotechnic, and fuel/air explosive literature. Manyof these energetic materials
can be cl assed as conposite explosives, intimate m xtures of fuels and oxidi zers.

Per oxi des are uni que i nthat they can functi on as oxi di zers i n conposi te expl osi ves
or as stand-al one expl osives, and triacetone triperoxi de has reportedly been used
interroristincidents. Several sel f-ignitingsystenssuchas boranes, phosphorus,
and al kal i netal s are di scussed; for many of t hese, abl astingcapisnot arequirenent.

In addition to non-nitrogen-containing energetic materials, a nunber of
ni t rogen-cont ai ni ng expl osi ves, in which nitrogenis not a part of the conventi onal
nitro-group, will be discussed; included in this class is ammpbniumnitrate, the
nost avai l abl e expl osi ve wor | dwi de.

Cvilian N trogen-Containing Expl osives

N tronet hane CH;NO, is one of the few nitroal kanes which finds occasi onal
applications as an explosive. It is a comon industrial solvent and has a uni que
use as a fuel additive in hobby rockets and race cars. The expl osive properties
of ni tromet hane have been ext ensi vel ystudiedsinceitisarelativelysinpleexplosive
(heat of expl osion 1063 cal /g; detonation velocity 6290 mis at density 1.138 g/ cnf;
| ead bl ock test 400 cn?). Al though various propellant and expl osi ve conpositions
have been patented, and for atinmeits use as aliqui d nonopropel | ant was consi der ed,
ni tronmet hane has found no wi despread mlitary use. As a bl asting agent, gelled
ni tronet hane (gel | edwi t hguar gumor nitrocel | ul ose) i s conparabl etoANFO(anmoni um
nitrate/fuel oil); it isnmoredifficult to handle, but its higher density produces
a high detonation velocity and energy output.?®



The physi cal properties of nitronmethane are such, aclear liquid withboiling
poi nt 101°C, nelting point -17°C, and density 1.14 g/cc (at 15°C),* that it coul d
easily pass as water except for its unique odor (vapor pressure 37 nmat 25°C).
However, if nitronethane or a fornulation containingit, such as PLX, were bottl ed,
with present detection technology, it would be very difficult to distinguish from
water or wine. The drop height of pure nitronethane is relatively low (35 cn),
but to detonate it requires a strong initiator. The addition of strong bases and
acids (aniline, ethylene diamne, nethyl amine, nitric or sulfuric acids) render
ni tronmet hane nore sensitive to detonation. The nethyl protons of nitronethane are
acidic, and in the presence of base the anionic salt forns (e.g. NaCH,NG). Such
saltsaremuchnmoresensitivethannitronethaneitself; therefore, whentheintention
is to detonate nitronethane, it is usually sensitized with a base.

CHNO, + NaCH --> HO + CHNO Na'

PLX (Picatinny Liquid Explosive), a slightly yellow liquid, contains 95%
ni tromet hane and 5% et hyl enedianine.’ It was devel oped during World War Il for
m ne clearing operations. It was intended that the two i ngredients be m xed j ust
prior to use.

PLX, in a whiskey bottle, and 350 g of Conposition C4 in a radio were reportedly
used in the downing of Korean Air Flight 858 (Novenber, 1987).

Amonium N trate (AN, NHNG;) is perhaps the nost inportant raw nmaterial in
t he manufacture of industrial explosives (heat of explosion 627 cal/g; detonation
vel ocity 1000-3000 ni's; |ead bl ock test 180 cntf). Prepared by reacting anmoni a and
nitric acid, it is widely available to the public as a fertilizer.™ In 1986 over
11 billion pounds of ammoniumnitrate were produced in the U S. Although its end
use is mainly fertilizer, alnmost 20%of it finds use in the expl osive industry.*?

Ammoni um nitrate has been used in explosive applications since 1867 when
t wo Swedi sh chemni st s pat ent ed an expl osi ve whi ch used AN al one or m xed wi t h charcoal ,
sawdust, napht hal ene, picric acid, nitroglycerin, or nitrobenzene. Nobel purchased
the i nvention and used ANin dynamtes. Anmatol, devel oped during Wrld War |, was
a mxture of AN and TNT in various proportions: 50/50, 60/40, or 80/20. Amatols
are not as brisant as TNT; the nore AN, the | ess bri sance and t he | ower t he det onati on
velocity.

AN TNT A flake Stearic acid
Ger man 54% 30% 16%
French 86% 8% 6%

Pure ammoniumnitrate is considered an oxidi zer rather than an expl osive.

ANwas not consi dered an expl osi veuntil the 1921 di saster i n Qopau, Gernany, killing
al nost 600 people. In 1947 two different incidents occurred with ships | oaded with
fertilizer grade (wax-coated) amoniumnitrate (FEAN). Inthe first event in Texas

Cty, Texas, the detonation of two ship-1oads of AN took about 600 lives; in the
second in Brest, France, 20 died. Wen conbustible non-explosives are added to
amoniumnitrate, they react with the excess oxygen in AN to produce additional
gas and heat, increasi ng the power and t enper at ure of the expl osi on. The conbusti bl e

non- expl osi ve can be rosin, sulfur, charcoal, flour, sugar, oil, or paraffin, but
nost oftenit is afuel oil. ANFOis a mxture of ammoniumnitrate with 5-6%f uel
oil.

37 NHNO; + CHy(CHy) 10CHs ---> 12 CO, + 37 N, + 87 H,0



The preparation of ANFO can be as sinple as pouring a fuel over a bag of amoni um
nitrate. AN may be nmixed nore intinmately with fuel in gels or emul sions. These
materials came into use in the mning industry in the 1950's and 1960's, al nost
conpl etelyrepl aci ngdynam te. Atypi cal ammoni umni trat e aqueous enul si on cont ai ns
80%AN, 14%wat er, and 6%fuel m xed with an enul sifier such as sorbitan nonool eat e.
Such a m xture can be easily whipped up in any kitchen. The hot aqueous anmoni um
nitratesol utionisquicklymxedw ththehot fuel/emnul sionm xture. Totheresulting
emul si on, which has the consi stency of petroleumjelly, are added sone type of hot
spot sensitizer--glass mcroballoons, dinitrogen bubbles, or organic expl osive.

AN has a nel ting point of 170°C and begi ns to deconpose as soon as it nelts,
the first step being dissociation into ammonia and nitric acid.
NHNO; ----> N+ HNG

At lowtenperature, the rate of deconposition depends on the rate of protonation
of nitricacid. As aresult, added aci di ¢ speci es, such as anmoni umsalts or highly
charged netal ions, accelerate AN deconposition.*

Ther mal Deconposi tion: NH,NO; --> N,O + 2 HO
Det onat i on: 2 NHUING; --->2 N, + O + 4 HO

The availability of amoniumnitrate is such that do-it-at-hone expl osives
books®® list nmany explosive fornulations derived from it, and another such
publ i cati on®® | abel s ANFO as "honenade G- 4" and gives detailed instructions as to
the proper grade of AN to purchase. Even AN mixed with alum numis reported to
be a powerful explosive.?

Ammoni umPer chl orat ei s nade by t he el ect rocheni cal oxi dati onof sodi umchl ori de
NaCd tothechl orate Nad O;andontothe perchl orate Nad Q. Met at hesi s wi t h ammoni um
chl ori de pr oduces ammoni umper chl orate (AP) NH,A Q,. Energy-wi sethisisanexpensive
process, and both of the U S. nanufactures, Kerr-MGee and WECCO, are | ocat ed near
ahydroel ectricdamsite. Their conbinedyearly capacityisabout 80mllionpounds.*®

Li ke amoni um nitrate, anmoni um perchlorate (of particle size greater than
45 un) has been classed as an oxidi zer rather than as an expl osive for purposes
of shi ppi ng (heat of expl osion 488 cal/g; detonation velocity 3400 m's; | ead bl ock
test 195 cn?). |f the Texas Gty disaster of 1947 enphasi zed t he expl osi ve capacity
of AN, then t he PEPCON det onati on of 1988, where half the U. S. AP producti on capacity
was | ost and two peopl e were killed, denonstrated the expl osive power of AP. Both
the French and Germans used anmoni um perchl orate expl osives during Wrld War |.*
Si nce t he PEPCON expl osi on, the TNT equi val ence of AP has been neasured and found
to be about 0. 31.

Deconposition of AP is reported to produce NO and nitrous oxide as well as
oxygen and chlorine gas; and sublimation is concurrent w th deconposition [vapor
pressure: log P (mm) = 10.56 - 6283.7/T(K)].% As tenperatureincreases, the NO N,O
rati o i ncreases, and the overall stoichionmetry of the reaction changes:'®
T<300°C 4 NHAQ, -->2 0, +2NO+ 3 O + 8 HO

T>300°C 2NHAQ -->d,+2 N+ 0O +4 HO



Mercury Ful minate Hg(ONC).isaprimaryexpl osive, sensitivetoheat, friction,
and |ight (heat of explosion 355 cal/g; detonation velocity 3500 nis at density
2 g/cn?). It undergoes marked deconposition above 50°C and i s usual |y stored under
water. Until the devel opnent of | ead azide, nercury fulmnate was practically the
only explosive used in priners, blasting caps and detonators, either by itself or
inconposition. Nowit haslargelybeenreplacedbyl| eadazi de or di azodi nitrophenol .
Used i n conbi nati on with fuel s such as anti nony sul fide (Sh,S;), nercury ful m nate
nerely deflagrates, but inthe presenceof KOG, it canbe usedtoignite propellants.
The synt hesi s of nmercury ful m nate i s nechani stical ly conpl ex, but the actual steps
are si npl e enough that the synthesisisincludedinseveral do-it-at-home expl osives
books. ®81° Mercury is dissolved in concentrated nitric acid, ethanol is added,
and the white crystals of nercury fulmnate formed are thoroughly washed.

et hanol

Azi des are roughly divided into three cl asses: stable ionic azides (alkali
and al kal i ne eart h azi des); unstabl e coval ent azi des (hal oazi des) which frequently
expl ode spont aneousl y; and heavy- et al azi des [ Pb(Ns) ,, AgNs] t hat expl ode wi t h shock.

Itisthelatter groupwhichisoftenareusedasprinersforinitiatinghighexplosives.
The usual synthetic route is reaction of the netal nitrate with sodi um azide.*®

PO(NG), + 2 NaNs ---> Pb(N;). + 2 NaNG

The synt hesi s of sodi umazi de has been published so that the terrorist can prepare
it and, hence, lead azide in his kitchen.’” However, sodiumazide itself will soon
bew del yavailableasit isusedinnost driver-sideair bags; andi nnmany passenger - si de
air bagsuptoahal f poundis needed. Leadazi de has respectabl e expl osive properties
(heat of expl osion 367 cal/g; detonation velocity 5300 mis at density 4.6 g/cnf;
| ead bl ock test 110 cn?).

Nitrogen Triiodide N3 due to its |low brisance and high sensitivity, has
no practical use in the energetic materials community.® However, it has renai ned
a favorite of teenagers due to its ready synthesis. This is probably the reason
its synthesis is also included in the do-it-at-hone explosive literature.® | odine
crystals are added slowy to concentrated anmoni um hydroxi de. A brownish-red
precipitate forms. The precipitate is filtered and washed with al cohol and et her.
This material can be handl ed onl y when wet because when dry, the slightest touch,
such as a fly, can set it off.

synt hesi s: lo + NGOH --> N ;
deconposi ti on: 8 NH; - NIg --> 5N, + 6 NHWl + 9 I,

A recent incident during a Hollywood tal k show poi nts upthe ease with which
Nl 3 can be prepared and transported. One can envision a cotton sweater saturated
with the wet nitrogen triiodide acting as a wireless, netal-less initiator to sone
nore brisant energetic naterial.



UeaNtrate Weanitrate is stable, does not deliquesce, andis a powerful,
cool expl osi ve (heat of expl osion 796 cal /g; detonation velocity 3400 nis at density
0.85 g/cnt; |l ead bl ock test 270 cn?). Its disadvantage for nilitary use is that it
is corrosively acidic in the presence of noisture.

(NH) - C=0 + HNO; --> (NH,) - C=OHNG;

Al though this material may be easily detectable, it is included in this listing
of terrorist opportunities becauseit isoftencitedinthedo-it-at-honeliterature
and because the cited starting materials nitric aci d and urine are easily obtained. ®
This is probably a good illustration that nitration, practiced on a variety of
materials, yields an expl osive--sugar, cotton clothing, alumnumfoil.

Urea nitrate can be nade nore powerful by adding alum num or by drastic
dehydration."® N trourea, prepared by dehydrationofureanitrate with concentrated
sul furic acid, is a nuch nore powerful explosive, a nitramine, in fact (heat of
expl osion 923 cal/g). N trourea deconposes in the presence of noisture.

Ni trogen- Free Expl osi ves

Anunber of potenti al non-nitrogenous expl osi ves canbeidentifi edbyconsulting
t he propel | ant, pyrot echnic, andfuel /air-explosiveliterature. Theboundarybetween
such energetic mxtures is often vague, since the terns propellant, pyrotechnic,
and expl osive tend to be used todescri be end uses rat her than chem cal conposition.
Apropel | ant and an expl osi ve can have t he sane acti veingredi ent. Most of potenti al
non- ni t rogenous expl osi ves can be broadly cl assed as conposite expl osives. Rather
t han cont ai ni ng t he oxi di zer and fuel inasinglenolecule, asdotheorganicnmilitary
expl osi ves, conpositeexpl osivesareformedbyintimatel ym xi ngoxi di zi ngconpound(s)
with fuel (s). These can be pre-m xed or m xed just prior to use. |n such m xtures
there can be problens due to inhonbgeneities; the finer the solid particle size
and the nore intimate the mx, the better the performance.

A classic exanple of a conposite explosive is black powder, a m xture of
the oxidizers KNO; and sulfur with the fuel charcoal. As with black powder, the
performance of many of these mxtures is related to the degree of confinenent.
ANFO, a mixture of ammoniumnitrate and fuel oil, is another good exanple of a
conposite explosive. Wile mlitary expl osives have been comon i n i nternational
terrorism in donestic terrorismin the U S. black powder, snokeless powder
(nitrocel lul ose based) and fl ash powder (KNO;, KO Q, sul fur) have been the three
nmost cormmon expl osive fillers.?

The Tabl es bel owl i st oxi di zer s and f uel s whi ch can be conbi nedt o formconposite
expl osi ves. Most containnonitrogenandare either commerciallyavailableor easily
pr epar ed. 2

OXI DI ZERS

oxygen and hal ogens

perchlorates KOO, & NH;, Na, Ba, Ca salts
chl orat es KOO, & Li, Na, Ba salts
hypochlorite Ca(0Od),

nitrates KNG; & NH;, Na, Ba, Ag, Sr salts



chromat es PoCrQ, & Ba, Ca, Ksalts
di chromates K,COr,O, & NH,O O,

i odat es KIO; & Pb, Ag salts
per manganat e KvhQy,

netal oxi des BaO,, Cu,O QuO Fe,0;, Fe;Q,, PbO,

per oxi des Na,O,, HO, (80%, di benzoyl peroxide

FUELS
ni trobenzene petrol eum hal ogenat ed-
ni trot ol uenes tur pentine hydr ocar bons
ni t ronapht hal ene  napht ha hal ogens
ni trocel | ul ose castor oil powdered netal s
picric acid sugar carbon disulfide (CS)
gl ycerin phosphorus (Py)
acetyl ene sul fur (Sg)
wax, paraffin
sawdust

Cood oxidi zers have a hi gh oxygen content, and the oxygen is attached to
an atom capable of formng a stable | ower oxidation state.
KOO --> KA + KOG
PbGrQ, --> PbO + OGO

Liquid Oxidizers In 1895 |iquid oxygen explosives (LOX) were invented by
Li nde, who had devel oped a successful nmachine for the |iquefaction of gases. LOX
arefornedbyi nmpregnati ng porous conbusti bl ematerial swithliqui doxygen. Lanpblack
is the absorbent conbustible nost commonly used. The detonation velocity of the
C/ O, nixture averages 3000 nis.? Twoprobl ens exist with |iquid oxygen contai ning
expl osives: they |lose their explosiveness as the |iquid oxygen evaporates (b.p.
-183°C); andthey are easilyinflanmed. Treatnent of granul ar carbonaceous absor bent
Wi t h aqueous phosphori c aci d[ or NH;( HbPQ,) , NH, A, or (NH,) ,HPQO,) ] resul tsinafireproof
absorbent to which liquid oxygen can be added to create an explosive that is
non-i nfl armabl e by nmatch.? During World War | the Germans used LOX when ot her
explosives ran low. In 1926 LOX were used for the first tinme in comercial rock
bl asting operations; their use was continued into the 1960's.

Acetylene is a highly flammabl e gas, but it is al so detonabl e as a gas vide
infra, as a liquid (boiling point -84°C), or as a solid (nelting/freezing point
-81°C), acetylene is an explosive. The detonation velocity of solid acetylene is
2270 ' s; conbi nedwi thliquidoxygen (acetyl ene25%/ G, 75% thedetonationvelocity
is conmparable to high expl osives (6000 m's).*

HC-CH+1iqg G --> 2 CO + HO
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Oxygen (boi | i ng poi nt - 183°C) can be condensedto aliquidbyliquidnitrogen (boiling
point -196°C); either could be used to solidify acetylene. Dewar flasks such as
t hoseused for hot beverage vacuumbottl es can contain |iquefied oxygen or nitrogen
for hours or even days.

Bel ow21°Cni t rogen di oxi de (NQ,), atoxic gas, condensestoacolorlessliquid,
nitrogen tetroxide (N;Q). Below -11°C it becones solid.

2 NGO (g) <===> N (liq)

Expl osives made with liquid N,O, and conbustible |iquids (carbon disulfide,
ni trobenzene, nitrotoluene, gasoline, halogenated hydrocarbons) were first
suggested in 1881 and were general |y termed Pancl astites. The Gernans tested nari ne
t or pedoes cont ai ni ng seal ed gl ass cont ai ners of N,Q, and CS; i nt he 1880' s; set - back
forces broke the gl ass contai ners generating the explosive mxture, and an i npact
fuze initiated detonation. In VWorld Var 1, when other explosives were in
short supply, the French used Anilites, where liquid NO, and a fuel were encl osed
in separated conpartnents of a bonb; after the bonb was dropped, passage of air
by the nose opened a valve permitting the two liquids to mx.?* In Wrld War
Il Panclastites were used in sonme of the heaviest British aircraft bonbs.

Pancl astites are i nexpensi ve and easy to prepare; sone are nore brisant and
have better detonation velocities than TNT or picric acid. However, though their
performance i s favorabl e, Pancl astites are too shock sensitive, too hard to handl e,
tofindcoomonnnilitary use. Their extrene sensitivity dictates that they be m xed
just prior to use, and the corrosive nature of N,O, requires special vessels. The
N,Qy/ f uel m xt ures shown bel owcan be absor bed on ki esel guhr to forma soft non-plastic
material, which has too high a freezing point for military use.

N,O, wi th carbon disulfide 64/ 36 has a | ead bl ock test of 330 cnt:

3NG +2C5 -->200,+480+3N

N,O; wi th benzene 82/ 18 has a detonation velocity of 6900 nis:

3 NG + GH -->3C0 +3C0+3HO+3N

NoO; wi th nitrobenzene (NB) 70/30 has a detonation velocity of 8000 mis and a | ead
bl ock test of 505 cni:

25 N,O, + 8 (NO) CeHs --> 48 CO, + 20 HO + 29 N,

A mxture of 35 parts of carbon disulfide/NB (35/65) with 65 parts N,O, has a
| ead bl ock test of 435 cn?. M xtures of NbO, with 64%nitronet hane have a detonati on
velocity of 6900 mi's.?
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Ni trogentetroxi de expl odes on contact wi t h a nunber of fuel s: aceti c anhydri de
(mp.-73°C), liquid ammnia (mp. -78°C), nethyl and ethyl nitrate, propene,
hydrazi ne-type fuels. A possible scenario for terrorists would be a sealed ice
chest cont ai ni ngtwo opencont ai ners, oneof Nb,O,(m p. - 11°C) and one of net hyl hydr azi ne
(mp. -52°C). |If these containers were surrounded with dry ice (mp.-78°C), the
oxi di zer and fuel should remain solid for sometine. Hours after the terrorists
departed the scene, the dry i ce woul d evaporate enough to all owthe two conponents
to thaw. Wen they m xed, an expl osi on woul d occur.

xi des of Chlorine Anong the oxides of chlorine, perchlorate is the nost
stabl e, but all are energetic and produce toxic funmes. Only chloric and perchloric
acids can be isolated. Their reactivity follows that of the salts. They violently
react with conbustibles, chloric acid being the nore reactive.

ao < ao’ < aos < ao’
hypochlorite chlorite chlorate perchlorate

InWrldWar Il the U S. used Galcit propellant that incorporated KA Q; (75%
into molten asphalt (25%.%% It was the precursor of nodern conposite propellants
i n which amoni um perchlorate is enbedded in a polynmer. KO Q, mixed with MG
and a fuel, ignites spontaneously.

Exanpl es of Expl osive M xtures

Expl osives squib priner
Per cent ages

KA O, 83 50 75 67 50

NaNO; 30

di ni trotol uene 12 15

castor oil 5 5 25

titani um 33

zinc 50
al um nunt +5

(*Al increases combustion tenperature and reduces conbustion instabilities.)

Anong the oxidizers, chlorates A GO, are especially hazardous to handl e.
They deconpose exothermically and are sensitive to heat, inpact, and friction.
The hi story of chl orat e expl osi ves goes back as far as 1788 when Bert hol | et attenpted
t o make a nore power ful gunpowder. Aparty was organi zed to wi t ness t he manuf acture.
It included M. and Ms. Lavoisier, the Comm ssioner of Explosives Chevraud and
hi s daught er, and an engi neer Lefort. Berthollet placed am xture of KO G;, sul fur,
and charcoal (6/1/1) in astanp mll. Wile the mlIl was running, the party |eft
t he roomfor breakfast. Thefirst toreturntothe room the Comm ssioner's daughter
and the engineer, were killed by an explosion.?*

Many chlorate mxtures, particularly those which contain sul fur, sulfide,
or picric acid are extrenely sensitive to blows and friction. The sensitivity can
be reduced by phlegmatization in castor oil. Chlorate explosives with aromatic
nitro conpounds have hi gher detonation velocities and are nore brisant than those
i n which the carbonaceous material is nerely conbustible. In 1885, 240,000 | b. of
a mxture of KOO, (79% and ni trobenzene (21% along with 42,000l b. dynanmite were
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used to blast a portion of Hell Gate Channel in New York Harbor. Qher simlar
m xtures are turpentine/phenol (90/10) absorbed on Kd G/ MG, (80/20) or
ni trobenzene/ turpentine (80/20) absorbed on KO G; /KWvnQ, (70/30).

One do-it-at-hone expl osive book suggests an explosive filler of 9 parts
KO G, and 1 part petroleumjelly or 3 parts Nad OQ; to 1 part aluminumor 3 parts
NaQ O;to 2 parts sugar.® Terrorists inprovise, and expl osi ves have been confi scat ed
contai ning a mxture of Nad G;, al umi num and petroleumjelly. (NaC G;is available
as a herbicide).

Many mxtures of chlorate with fuels are cap sensitive. Chlorates and
perchlorates are used in electric match (squib) conpositions. An electric match
consists of a netal wire coated with a snall bit of heat-sensitive conposition.
The heat produced by the electrical current inthe wire ignites the conposition,
which initiates the explosive train. Two such conpositions are
KO G3(55% / Pb(SCN) »(45% and KO O 67% / Ti (33% . Simlar conpositions are used
inprinmers, whichemt aburst of flame when struck by afiring pin, thus, igniting
a propellant: equal amounts of KO O, Sb,S;, and Pb(Ns),; or KA Q, and Zn.*

Exanpl es of Expl osive M xtures

Per cent ages
KA O 79 80 70 75 83 90
Al 5
MO, 20
KMh O, 30
rosin 25 12
paraffin 10
pl us
tur pentine 90 20
phenol 10
ni trobenzene (NB) 21 80

M xtures of chlorate and fuel will spontaneously ignite with the addition
of a drop of concentrated sulfuric acid (H,SQ;). Spontaneous ignition or expl osion
canoccur whenal kal i chl oratesareconbi nedwi thveryreactivefuel s(suchasphosphorus,
sul fur, powdered arsenic, or seleniun) or withnoist fuels. |nfact, when powdered,
dry, unoxidi zed KO O; and red phosphorus (Armstrong' s powder) are pushed toget her,
they ignite; this reaction has been tamed and utilized by use of separation and
a binder in the common safety match. Arnstrong's powder, wet with sone volatile
sol vent such as nethanol, has been used as an anti personnel device. It was w apped
in metal foil so that the solvent would evaporate, thus formng a mxture which
expl oded when an unwary i ndi vi dual pickedit up. MG, has beenreported as a catal yst
for the deconposition of chlorates. Amoni umchlorate NH;Cl G; i s even nore unst abl e
t han t he pot assi umsal t; therefore, ammoni umsal t s shoul d not be m xed wi t h pot assi um
chl orat e.

Cal cium hypochlorite [Ca(Ol),] ignites spontaneously wth glycerin.
Hypochlorites are generally highly reactive and unstable, but the calcium salt
(HTH) is one of the nore stable hypochlorites with the abbreviation HTH Since
it iswdelyusedfor bleaching and sterilizing, its annual U S. productionis about
10°tons. Many forms of hypochl oriteareavailabletothepublic: asliquidhousehold

13



bl each (an al kaline solution of NaOd); as househol d di sh washi ng detergents and
scouring powders [(NazPQ, - 11 H,O, - NaOd]; as a liquid bleach for pul p and paper
bl eaching [a mixture of Ca(Qd ), and Cad ,]; and as a powder ed swi nm ng pool bl each
[Ca(Od), /Cadl o/ Ca(OH) 2 2R .

Di scussi ng am xture of 70%HTH(froma sw nm ng pool supply house) and petrol eum
napht ha (sold in hardware and paint stores) in a 30/1 rati o, one do-it-at-home
book states, "This mxture fornms a | ow power/brisant high expl osi ve which shoul d
be used under strong confinenment and only as an explosive filler for antipersonnel
fragmentati on bonbs."®

Metal s Sone al kali netal s spontaneously ignite on exposure to water or air.
As the al kali netal sincreaseinweight, their reactionto air becones nore viol ent.
Wi | e potassi um nmay oxidize so rapidly that it nelts and ignites when pressure
is applied (as in cutting), cesiumburns in air as soon as it is renmoved froman
inert oil covering. Miisture in the air serves to enhance further reactivity.
Sodi um and potassium form a eutectic (NaK) which is spontaneously ignitable.
Sodi um pot assi umal | oys are reported to react expl osively upon contact with silver
hal i des or t o det onat e upon cont act wi t h hal ogenat ed organi ¢ materi al s such as car bon
tetrachl ori de.

Pot assi umand heavi er al kali netal s burst into fl ane upon contact with water.
Sodiumtoo will inflane in water if it can be anchored in one spot |ong enough
to allow the heat of reaction to ignite the hydrogen bei ng produced:

Na + HO --> NaCH + 1/2 H,.

Lithiumis the least reactive alkali netal but will ignite if thrown on water as
a dispersion. In Wrld War Il the Germans used | and m nes conposed of sodi um and
nethyl nitrate in separate compartnents. Pressure brought the two together and
into action.

Terrorists could cause a lot of excitenent by |leaving a chuck of potassiumin a
strategiclocationcoveredwithavolatile solvent. Wienthe sol vent had evapor at ed,
t he potassi umwoul d react explosively with the atnosphere.

Sone finely-divided (powdered) non-alkali netals will also burst into flane
inthe presence of air. The best known are | ead, iron, nickel, cobalt, and al um num
These can be prepared by pyrolysis of their organic salts or by reduction of their
oxi des, or in sone cases, by formati on of a nercury amal gam These netal s may al so
explosively react with water, hal ogenated hydrocarbons, and hal ogens. Recently
a large freight truck carrying noist zinc powder exploded as the zinc reacted
exothermcally with water to form hydrogen.

n + HLO --> 7ZnO + H
A fatal accident also resulted fromthe exposure of powdered al um numto carbon

tetrachl oride. One do-it-at-honme expl osi ves book suggests this syrupy m xture as
a cap sensitive explosive; the source of alumnumis the paint store.?
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A+ Cd, --> Ad;

Fe + xs d, --> Fed;,
Magnesi umi s used i n a nunber of pyrotechni cs. Wien a nagnesi unisilver nitrate
m xtureis noistened, it reacts explosively. Teflon (CF,), Wi th powder ed nagnesi um
reacts explosively upon ignition. Devices of this conposition are used as decoys
for heat-seeking mssiles.

(GF)n +2n My --> 2n C + 2n MR,

Al kyl ated Metal s Sone net hyl - and et hyl - substituted netal s are spont aneousl y
ignitable in air. The alkylated netals nost frequently exhibiting this behavior
are the alkali netals (Li, Na), alum num zinc, and arsenic or non-netals such as
boron and phosphorus. Many of these conpounds al so react explosively with water
andwithcarbontetrachloride (Cd,) . It isreportedthat triethylal um num[Al (GCHs)s]
in carbon tetrachl oride reacts expl osively when warned to roomtenperature.

Thermite is generally the redox reaction between a netal oxide and a netal.
However, the nobst inportant reaction and the one usually referred to by this name
is that of alum num and iron oxide:

8 Al + 3 Fe;O -'>4A|203, + 9 Fe

This reaction generates a trenendous anount of heat; nolten iron is produced and
its melting point is above 1530°C. (ne peaceful application of this reaction is
for welding in shipyards and railroads. In fact one home-nilitary nmanual ® cites
these as likely places to obtain pre-mxed thermte for incendiary devices.

Wth KMhQ,inthe netal m xture, reactioncanbe triggeredwth added gl ycerol .
Wth sugar inthe initial mx, reactionis triggered with a drop of concentrated
H,SO,. Thermite reactions using CuO or MO, are reported expl osive. M xtures of
Pb, PbO,, and PbO al so undergo expl osive thermte reactions.

As aresult of the extensive conpartnentalizationrequired on nodern passenger
vessel s, a very | arge anount of expl osives would be required to sink one. Several
carefully distributed thermte charges, however, mght be able to burn through a
sufficient nunber of conpartnents to inpair the integrity of even a |large and
wel | - mai nt ai ned vessel .

Per oxi des Peroxides, with oxygen in the -1 oxidation state, can be viol ent

oxidi zers in the presence of fuel. For exanple, sodium peroxide Na,G instantly
ignites in the presenceof noisture and a fuel (magnesium and sawdust or paper,
or sul fur or alum nunj. In addition to this feature, peroxides also can undergo

a violent self-deconposition. Peroxides, and particul arly hydrogen peroxi de, nmay
be appealing alternatives to traditional terrorist explosives. Bottled hydrogen
per oxi de can easily pass as mineral water. Initiation could be as sinple as a snall
ti me-rel ease capsul e of al kalinelead, silver or manganese sal ts si ncethese catal yze
its deconposition.®?

Hydr ogen peroxi de H,O, is manufactured in large quantities (U S. production

10° netric tons, 1978). Pure peroxi de deconposes viol ently above 80°C, therefore,
it is soldas aqueous solutions (27.5% 35% 50% and 70%inwater). It is available
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at | ocal pharnacies as a 3%solution for use as a disinfectant or as a 40%sol ution
for use as a hair lightener or as a gel to brighten teeth. It can be concentrated
by vacuumdistillation, or excess water can be "salted out" with diethyl ether.

Per oxi de deconposition into water and oxygen can be catal yzed to a viol ent
reaction by Ag, MG, saliva, or HBr:

2 BG (1) -->2 KO (9) + G (9)

Pur e hydr ogen peroxi de i s readi |y det onabl e wi t h a heat of expl osi on of 24. 6 kcal / nol .

Hydr ogen peroxi de in concentrations as | ow as 86% undergo detonati on above 50°C.
Sol utions of 90. 7% per oxi de have reported detonation velocities of 5500 to 6000
nm sec. M xtures of hydrogen peroxide vapor in air with as little as 35 nol % HGO0
arereportedtodetonate at 1 atnmospherew th avelocity of 6700 mf sec. Furthernore,
hydr ogen peroxide, pure or in water, is readily detonabl e when ni xed with organic
material s. H,O,/ wat er/ et hanol has adetonationvel ocity of 6700 ni sec. Theviol ence
of the reaction is dependent upon the anmount of water present, since water acts
as an energy sink for the reaction.?

Austria nmade unsuccessful attenpts to use H,O, as an explosive in Wrld War
. In Wrld War Il the U S. Navy used it for propulsion in subnarine torpedoes.
Per oxi de expl osi ves have been successful | y usedinbl asti ngoperations. |naddition
toits nonergolic application, hydrogen peroxi de can be used wi t h a nunber of fuels.
Hydr ogen peroxide m xed with fuel s such as nethanol, ethanol, or glycerol showed
detonation rates as high as 6700 ms. One of the propellant systens on the space
shutt| eusest heconbi nati onof hydrogenperoxi deandunsymetri cal di net hyl hydr azi ne.

8 HO + (CH),NNH, --> 12 HO(g) + 2 CO (g) + N (Q)

HO, (60% wi th parafornal dehyde forns a crystalline conpound of high brisance and
sensitive (mp. 50°C). Hydrogen peroxide (70% with diesel fuel and gelling agent
al so nakes a good expl osive. HO, (83% plus cellul ose forns a gel ati nous nmass whi ch
is nore powerful than TNT and i nsensitive to shock or friction. It has anignition
tenperature 200°C, however, it cannot be stored over 48 hours without evol ution
of peroxide and | oss of expl osi ve power. O her pat ent ed peroxi de expl osi ves i ncl ude
HO, with water and glycerol, HO (70% w th powdered boron (30%, and HO, used
wi t h hexanet hyl enetetram ne and HJ .* [ course, once the woul d-be terrorist had
acqui red hexanet hyl enetetram ne (al so call ed hexam ne), and he coul d purchase it
as fuel tablets, he might be tenpted to nitrate it to make RDX 7]

I ngeneral, al kyl peroxi destendtobe nore hazardous thani norgani c peroxi des.
Many al kyl hydroperoxi des (ROOH) are reported to explode violently on jarring.
Di al kyl peroxi des (ROOR) are apparently nore shock sensitive. D acyl peroxides
have such notations as "expl odes wi thout apparent reason." D benzoyl peroxide
CsHsCOO OOCGHs i1s one of the fewconmerci al ly avai |l abl e al kyl peroxi des predi ctable
enough for terrorist use.

Two peroxi des can be synthesized fromacetone, a diner and a trinmer. The
diner is nore difficult to handle, but the trinmer, triacetone triperoxide (TATP),
i s the suspected energetic in several terrorist incidents. The preparation of TATP
described in the do-it-at-home explosive literature calls for m xing 30 nL acetone
and 50 nL hair bl each (15-25% hydrogen peroxide) and cooling to 5°C before adding
2.5 L of sulfuric acid (battery acid).”® The white crystalline solid which forns
after standing 24 hours nelts at 96°C.** |t expl odes viol ently upon heating, i npact,
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or friction, is highly brisant, very sensitive, and detonable under water. |Its
reported detonation velocity is 5290 m's. It has been suggested for use in priners
and detonator, but due toits volatility and sensitivity it has not found mlitary
appl i cation.

O q(O) 2- O
o o o

CHCCH + G, + HSO --->  (CH)C-0--0-C(CHy).

A simlarly prepared peroxide described in the do-it-at-hone explosive
literature is hexanethylene triperoxide dianine (HMID).® It is prepared from
for mal dehyde (40% and dil ute hydrogen peroxide (3% w th amoni umsul fate or by
treati ng hexam ne wi th 30% hydrogen peroxide and citric acid.® It is relatively
unst abl eandinconpati bl ewi thnost netal s; therefore, it findsnomlitaryapplication
as a primary expl osive even though its brisance is sinilar to |ead azide."’

o) (CH-0 0O CHY)
HCH + H,O, + NHSO, --> N (CH-O O CH)-N
(CH-0O 0O CHy)

Fuels I n addition to the conmposite expl osives resulting fromdirect m xing
of the fuelsin Table Il with the oxidizers in Table |, another class of expl osives
shoul d be nmentioned. Fuel/air explosives (FAE) involve ignition of fuel droplets
dispersed in air. The first FAE bonbs were used in VietNamto clear mne fields
and open hel i copt er | andi ngs. They can produce very | arge static and dynam c i npul ses
per wei ght fuel (since they do not have to carry their own oxygen) and can cause
bl ast effects over large areas.’ |t has been suggested® that FAE might al so be
an effective terrorist tool agai nst conmercial airlines. Two problens i mediately
conetomnd. Sincenost fuels haveverylimteddetonabilityrange, the proportions
of fuel to air must be well cal cul ated. Furthernore, without human assi stance
itisdifficult toseehowaliquidfuel couldbeeffectively dispersed as an aerosol
inair, while a gaseous fuel would be bul ky to transport. However, there are two
fuels that are worth considering in this regard: acetylene and ethyl ene oxi de.
Bot h are gases at anbi ent conditions allow ng for ease of dispersal, and both have
a very wide detonability range. However, in considering these fuels, it should
be renmenbered that detonating a FAE requires careful engineering, and it has not
been denonstrated that the right conditions coul d be achi eved i n an unmanned | uggage
conpartnment. A nore practical use of FAE mi ght be introduction of ethyl ene oxide
or acetylene into the ventilation systemof a |large building followed by the tined
detonation of a snmall device. Acetylene could be easily snuggled into a building
in a portable welding rig, a sufficiently comon sight to arouse few suspicions.

Et hyl ene oxide is a colorless gas with a wi de detonabl e concentration range
(3%to 100%9. The reason it is detonable at any concentration i s because oxygen
is already incorporated in the ethylene oxide nolecule. However, for conplete
conbustion it requires additi onal oxygen fromthe air or fromhydrogen peroxide.

@)
2 CH,- - CH, + 50 --> 4CO + 4 HO
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Approxi mately 6 billion pounds of ethyl ene oxide were manufactured in the U S. in
1986, although only about 10% of this is sold off site. Ethylene oxide is easy to
l'i quefy (boiling point 13.5°C). Under slight pressure, it becomes a liquid with
a density about that of water 0.9 g/ nL and can be stored at about the sanme pressure

as car bonat edbever ages.

Li ke ethylene oxide, acetylene is a colorless gas. Acetylene, with a
carbon-carbon triple bond, releases a great deal of energy when these bonds are
br okent o conbi ne wi t h oxygen maki ng CO,. Asaresult, detonablelimtsof acetylene
are nearly the sane as its flamability linits.? A nost any mxture of the gas
is flammabl e and detonabl e (fromconcentrations of 2.5%to 100%in air). Another
advantage of this gas is that it can be generated froma solid, calciumcarbide
(density 2.2 g/cn?). Acetyl ene can be generated by addition of water or hydrogen
peroxi de to cal ci um carbi de (CaG):

CaC, + 2 HO ---> HC-GH + Ca(OH),

Once fornmed, the acetyl ene can be ignited with a hot body, an el ectrostatic spark,
or shock.

H C=-CH + 5/20G ---> 2 CO + HO

Cyanogen (GN,) is a pungent gas that is easily prepared fromm xi ng sol uti ons
of KCN and CuSQ, or by heating HJ(CN),. It is used in warfare as a poi sonous gas,
but it shoul d not be overl ooked t hat cyanogen i s al so a hi gh expl osive. 1t expl osive
range is wide, from7%to 73%in air.

Acetylides A nunber of metal carbides exist which are explosive in their
own right; nost are terned acetylidesrather than carbides. Copper acetylide and
silver acetylide are nost commonl y prepared by t eenagers. Bei ng primary expl osi ves,
t hey explode violently upon heating, inpact, or friction. Cuprous acetylide is
the only acetylide whi ch has been used i n t he expl osives industry; it has been used
in electric detonators.

Acetylides can be fornmed by passing acetylene through a solution of the
appropriate netal salt; however, the exact conposition of the resulting acetylide
and its performance are dependent uponthe salt enpl oyed and t he reacti on condi ti ons.

Silver acetylide (Ag,C) prepared from bubbling acetyl ene through an amoni acal
solution of silver nitrate has a detonation vel ocity of 1800 mi's, a heat of expl osi on
of 400 cal/g, and a | ead bl ock test of 132 cn?. |f the same reaction were performed
i n an aqueous sol ution, the AgHC, AgNQO; which fornms woul d be | ess shock sensi ti ve.

Dependi ng on the cupric salt (A, SO, NO) used, cupric acetylide (QuC)
i s a bl ack anor phous powder whi ch expl odes on contact with a drop of nitric acid,
or it islustrous, netallic platel ets which expl ode upon touch. Cuprous acetylide
(Cu,G) can be formed by passi ng acetyl ene t hrough an anaer obi ¢ ammoni acal sol ution
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of a cuprous salt; it is also formed whenever acetyl ene gas cones in contact with
copper netal. Mxtures of Cu,C, and | ead chlorate (Pbd Q) are extrenely sensitive
to friction. Cu,C, explodes on contact with nitric acid, pernanganates, sulfuric
acid, or halogens (Br,or C,). Thesefacts suggest aterrorist scenario. Terrorist
plunbers install a length of copper piping containing CaC, in the U-tube portion
of alittle used sink where water nmay sit for sone tine. The water reacts with
t he cal ci umcarbi de form ng acetyl ene which has time to react with the copper pipe
toformcuprous acetylide. For thefinal step, all that isneededistheintroduction
of alittle nitric or sulfuric acid.

Self-igniting materials Sone chemicals are so reactive to the oxygen in air
or towater that they spontaneously ignite. Three paranmeters affect the spontaneity
of ignitioninair: the dryness of the air, air pressure, and tenperature. Most
of these chem cal systens cannot be classed as expl osives, but if sufficient gas
pressure and heat are evol ved the ef fect coul d be catastrophic. Afar noreinportant
hazard, however, is the use of such devices as wireless, netal-less initiators of
a nore powerful explosive device.

Hydri des Phosphines, silanes, and boranes ignite on contact with air.
Di phosphine (P,H;)) a liquid at roomtenperature, can be nade fromthe reaction of
wat er with solid cal ci umphosphi de (CasP,), which, in turn, can be forned fromline
andr ed phosphorus. Addi ngwat er t ocal ci umphosphi deresul tsinam xtureof phosphi ne
and di phosphi ne, and a vi ol ent defl agrati on ensues. This reaction as been expl oited
in naval flares.

CazP, + O --> PH; + P,H, --> deflagrates

Ol y nono- and di -sil anes (Si Hyand Si,Hs) arestabl etoair at roomt enperat ure.
The hi gher sil anes deconpose violently:

SigHoe + 13/2 O -->4 S0 +5 HO

Silane gas is available in large quantities for the nmanufacture of mcroel ectronic
conponents. Recently an explosion killed three individuals attenpting to vent a
conpressed gas cylinder containing a mxture of silane and nitrous oxide. At room
tenperature, nitrous oxide N;Ois aninert gas (used as a propel | ant i n spray whi pped
creamand as a mld anesthetic, |aughing gas). However, at el evated tenperatures
it can act as an oxidizer, in this case, for silane.

SiH + NO --> SO

Di borane (B;Hs) i sagas avai l abl eincylinders or by theacti onof 85%phosphori c
acid on NaBH;. The gas is highly toxic, and, unless it is extrenely pure, it reacts
with oxygen at room tenperature. Borane deconposition in oxygen is extrenely
exot herm c; therefore, boranes, such as decaborane(14) (B;gHy4), have been seriously
consi dered as a conponent in rocket fuel.

Phosphorus White phosphorustendstoignitew thslight pressureor by contact
with fuel. P, self-ignites in air above 34°C, as a result, it is usually stored
under water. A solution of white phosphorus in carbon disulfide can be used to
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soak a conbusti bl e solid, such as paper or cloth. Wenthe CS, evaporates, it creates
expl osi vevaporsw t hexpl osi verange (1-50%v/vinair). Thefinelydividedphosphorus
left on the conbustible material reacts exothermically with the oxygen in air:

P, + 506 --> PsOp

The heat of this reactioninitiates the reaction between carbon disulfide and air.
Dryi ng of the phosphorus can be del ayed by addition of a high-boiling hydrocarbon
such as gasoline or tol uene.

I ncontrast towhite phosphorus, red phosphorusis nontoxic and| ess sensitive.

Red phosphorus bursts into fl ames or explodes onmldfriction or inmpact in mxture

with chlorate, pernmanganates, |ead dioxide (PbQ), perchlorate, and other active
oxi di zers (AgNG;) .

M scel | aneous Energetics Potassium pernmanganate and glycerin will ignite
spont aneously after a snall delay, due tothe difficulty in wetting the KMQ, with
viscose glycerin. Ethylene glycol, acetal dehyde, benzal dehyde, or DVBO coul d be
used in place of glycerin. Potassiumpernmanganate and concentrated sul furic acid
can readily inflane when in contact with fuels. KMhO, was once a conmmon nedi ci ne
for farm ani nal s:

14 KMQ, + 4 GH(OH) 3 -> 7 KGO + 7 MO + 5 CO, + 16 HO

Anot her self-igniting reaction occurs between M 5 and Na,S:
Mds + Na,S ---> MS, + Nad

CONCLUSI ONS

Present advances in explosive detection technol ogy have either focused on
detection of conventional mlitary explosives or on the presence of visually
recogni zabl e conponents. This is an entirely reasonabl e approach since we have
every reason to believe that terrorists bent on destruction will continue to use
such dependabl e, hi gh performance devices until we find a way to stop them The
task of devel oping effective detectors for snmall inprovised expl osive devi ces has
been arduous, and t he objective has yet to be fully acconplished. Unfortunately,
once we have put suchdetectorsinplace, weshoul dpreparetodeal withanewgeneration
of devi ces basedonnon-m|itaryexpl osives. Therangeof expl osi ves andt he packagi ng
possibilities is staggering. To this al so shoul d be added the i ncendi ary devi ces,
whi ch m ght trigger a nore powerful material or which, with proper placenent, m ght
prove to be every bit as devastating as an expl osive. A "bonb" no longer is a
recogni zabl e spher e or pi pe, nor does it necessarily need a bl asting cap or squib.
Every bottle, can of hair spray or shaving cream every vacuumbottle of coffee
is a possible device.

Thi s di scussionhashbeenlimtedtonon-mlitaryand"exotic" expl osivedevices.

I gnored has beenthethreat of traditional mlitary expl osives, weaponry, bi ol ogi cal
warfare agents, chenmical warfare agents, and fire. However, it should be noted
t hat i nnost of the systens di scussed herei n, evenif the out cone were not adetonation,
a vigorous fire and/or toxic funes would result. This discussion is intended to
provoke new trains of thought on possible terrorist opportunities. Wile sone of
the materi al s consi dered are thought to be t oo hazardous for everyday mlitary use,
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terrorists may regard the level of risk as acceptable. W know that terrorists
learnfromtheir m stakes andours andthat t heyinprovise. Haveterrorists|earned
fromPAN AM 103 that a little properly placed high expl osive can be as effective
as a large amount? Then we nust learn to nore carefully screen our airline ground
crews and to ensure that unscreened personnel do not have access to aircraft. Have
terrorists learned fromthe recent explosion in Quadal ajara, Mexico that alittle
pyrotechnic near a large gas line is nore effective than a | arge device? Then we
nust | earntoprotect suchunguardedtargetsandtonorecarefullycontrol theoperation
of maintenance crews. Yes, nore advanced expl osive detection technol ogy nust be
devel oped, and non-nitrogenous expl osives shoul d be target ed. But now and in the
foreseeabl e future, profiling, intelligence gathering and anal ysi s, sound physi cal
security practices, and commobn sense nay renain our best security measures.

REFERENCES
1. Kaye, S.M "Encycl opedi a of Explosives and Related Itens"; uU. S Ar ny
Armanent Research & Devel opnent Command; PATR- 2700,
Dover; 1960-78.

2. Kamet, MJ. "Sixth Synposium (Internal.) on Detonation,"ONR ACR-211; 1976.
3. Meyer, R "Explosives" 3rd ed. VCH Essen, Cernany; 1987.
4., Ubanski. T. "Chemistry and Technol ogy of Expl osives"; Vol s. 1,2,3,4
Perganon Press, New York; 1964, 1965, 1967, 1984.
5. G bbs, T.R; Popolato, A (eds.) "LASL Expl osive Property Data,"

University of California Press; 1980.
6. Powel I, W "The Anarchi st Cookbook"; Lyle Stuart Inc. Secaucus,
NJ; 1971.
7. "Field Expedi ent Methods for Explosive Preparation” Desert Publ i cati on,
Cornville, Az, 1977.
8. "lnprovised Miunitions Black Book" Vols. 1-3, Desert Publ i cati ons,
Cornville, Az, 1981.
9. Lecker, S. "Honmenade Sentex, C4's Wly Sister" Paladin Press, Boul der,
CO 1991.

10. @&lt, J. "The Big Bang: |nprovised PETN & Mercury Ful m nate"
Pal adi n Press, Boul der, CO 1987.

11. Kirk-Q hmer "Encycl opedia of Chemi cal Technol ogy" 3rd edition,

Wl ey, New York; 1978.

12. Chang, R ; Tikkanen, W "The Top Fifty Industrial Chem cals" RandomHouse, New
Yor k; 1988.

13. Davis, T.L "The Chem stry of Powder & Expl osives," Angriff Press,

Hol | ywood; (reprint of two volunes 1941, 1943).

14. Brower, KR ; xley, J.C; Tewari, MP. "Honolytic Deconposition of

21



Ammonium Nitrate at H gh Tenperature", J.Phy. Chem 1989,

15. Benson, R "Honenade C-4: A Recipe for Survival", Paladin
Boul der, CO 1990.

16. Seltzer, R J. "lnpact Wdening from Expl osi on of Nevada
Plant," Chem & Eng. News, Aug. 1988, p7.

17. Dobratz, B.M "LLNL Expl osi ves Handbook Properties of
Expl osi ves and Expl osive Sinulants," Law ence Livernore
UCRL- 52997; March 1981.

93, 4029.

Press,

Rocket Oxi dzer

Chemi cal
Laboratory

18. Jacobs, P.WM Witehead, H M "Deconposition and Conbustion of  Ammoni um
Perchl orate" Chem Rev. 69 (1969) 551.
19. Fair, HD & Walker, RF. "Energetic Materials" Vols. | & II,

Pl enum Press, New York; 1977.
20. "1990 Bonb Summary" U. S Departnent of Justice, Federal Bureau of
I nvestigation; 1990.
21. a) Brauer K O "Handbook of Pyrotechnics" Chem cal

Publ i shing Conp, New York; 1974.

b) Ellern, H "Mlitary and Cvilian Pyrotechnics" Chemn cal

Publ i shing Conp, New York; 1968.

c) MlLain, J.H "Pyrotechnics" The Franklin Institute; 1980.
22. Hopler, R B., Hercules Powder Conp., Kenvil, NJ, internal report, July,
1964.
23. a) Maggs, F. T.; Sutton, D. Trans. Faraday Soc. 1958, 54, 1861.

b) Broughton, D. B.; Wentworth, R L. J. Am Chem Soc. 1947, 69, 741.
24. Ficheroulle, H; Kovache, A Menorial des Poudres 1949, 31, 20.
25. Baeyer, A Villiger V. Ber. 1900 33, 2479.
26. Bannister, W presentation at the National Energetic Materials Wrkshp
April 14-17, 1992.
27. Burgess, D.S.; Murphy, J.N; Hanna, N E ; Van Dol ah, RW

"Large-Scal e Studies of Gas Detonations"; U S. Bureau of M nes

Report; Investigation No. 7196, 1968.

22



Brinkley, Jr., SSR; WIlians E. G "Engineering Design Handbook

Principl es of Explosives Behavior" U S. Arny Materiel Comrand AMCP
706-177, January 1971 ---tabul ation of expl osi ve properties

AMCP 706- 180, April 1972. ----overview principles of explosives
Cook, M A "The Science of H gh Expl osives" Robert E. Krieger Pub.

Mal abar, FL 1985 (facsinmile of 1958 ed)

Moreover, if the cal ciumcarbide were doped with alittle | ead or manganese salt,
the basic nature of the resulting calcium hydroxide and the catalytic effect of
the salt would result in a spontaneous and very viol ent expl osion.

M2
CaCG + 5 HO ------- > [HC=-CGH+ Ca(OH),] -->2 CO + 4 HO
or Pb*

Hypochl orites are manufactured i ndustrially fromchl ori ne oxi de; thus, d,0is also
manuf actured on a large scale (U S production ~10° tons). Due to its expl osive
character as a liquid or concentrated gas, it is made in | ow concentrations. It
i s a browni sh-yel | owgas at roomtenperature, whi ch expl odes when heat ed or sparked
or mxed with anmmonia.?®

KOH PbO coated with ice as tine-capsule.
barinmetric triger could be defeated with vacuum & sniffer
Ca(Cd ), + glycerin or phenol or nethyl carbitol (the latter for slow burning)

KO, + air -> O, + CO> + OH
Na + HbO-> H, + NaCH

K covered with ether

KNGO, + PbO

Chlorox is 5.25% NaOC

fromField Expedi ent Methods
asprin + bSO, -> + KNGO, --> picric acid

CH O

CH C OC Me

I I

CH C C OH
CH O

AgNQO; + acetonnitrile
a(ad), +P

G, bublled thru turpenine

Two Hell Gate projects

1870's pure, canned NG and al so dynamtes were used on Halets Point. In 1885
Rack-a-rock, a spengel explosive of chlorate and NB was used on MI| Rock.

KMhQ, poultry water additive, hoof rot, nold, nosquite |arvae growth

Most expl osive detection technol ogies have been focused on nitro-based
expl osi ves; however, there are a nunber of effective energetic materials which
are not nitro-based and, therefore, are undetectable by these technol ogi es. Many
of theseenergeticmaterial scanbecl assed as conposi te expl osives, intinmatem xtures
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of fuels and oxidizers. A though the possibilities of mxing fuel and oxidizer
may seeminfinite, many fornulations rely on perchlorate or chlorate salts as the
oxi di zers. Per oxi des are uni que i nthat they can functi onas oxi di zersinconposite
expl osi ves or as st and- al one expl osi ves. The use of hydr ogen per oxi de as an expl osi ve
is the subject of a nunber of patents, and triacetone triperoxi de has reportedly
been used in terrorist incidents. Qher possible non-nitro-explosives can be
identified by consulting the propellant, pyrotechnic, and fuel/air explosive
literature. Several self-igniting systens such as boranes, phosphorus, and al kal
netal s are discussed; for many of these, a blasting cap is not a requirenent. 1In
addition to non-nitrogen-containing energetic nmaterials, a nunber  of
ni t rogen-cont ai ni ng expl osi ves, in which nitrogenis not a part of the conventi onal
nitro-group, will be discussed; included in this class is ammpbniumnitrate, the
nost avai l abl e expl osi ve wor | dwi de.

Cuadal ajara Mexico April 22, 1992

Pennex | eaked gas i nto mai n sewer. The ni ght bef ore peopl e conpl ai ned of snelling
gas, but at 9 amthe next norning the fire marshall said there was nothing to
worry about. At 10:20 amthe sewer bl ew up destroying 600 vehicles, 1422 hones,
and 450 businesses. |t kelled 206 peopl e.

Source New York time Ap 23, 1992, front page & section 4 May 31

In Riverside, San Bernadino, a train damaged a pipeline, The next day it blew up

killing 4 people (1989)
Mafia hit on Pablo Borsellino in Central Polermo Italy, July 19, 1992.
Nov. 1988 KAL 858 75 mL PLX & 30 G RDX

after Abudaby stop
attenpted nitronethane at Frackfurt
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